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Attack on Digital Watermarking Based on Exposure
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Abstract: In this paper, a simple and effective attack on the blind watermarking techniques in JPEG compressed

domain—SWE and IWE are proposed. After reviewing the algorithms of the SWE and IWE, it is discovered that the

SWE and IWE watermarking scheme can not derive correct decoded watermark when the watermarked image is exposed

differently. Therefore, a watermark attack based on multi-exposed images is proposed, which can pass through the

watermark extraction and watermark authentication successfully. This attack scheme demonstrates that the watermarking

algorithms are flawed which can be used by the malicious content owner to forge and distribute a watermarked image to

the unknown users. At last, an experiment of watermark attack based on multi-exposed images on SWE and IWE

watermarking is devised and the results show that our attack is successful with a reasonable image quality.
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Fig.6 The influence of exposure on sl and error rate
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Fig.9 The influence of attack based on exposure on PSNR
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Fig.10 Composite image and extracted watermark
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